N A R U C

National Association of Regulatory Utility Commissioners

CYBERSECURITY TRAINING FOR STATE REGULATORY COMMISSIONS
APRIL 2024

New Orleans, Louisiana

TRAINING OBJECTIVES

e Gain knowledge of IT and OT technologies, as well as the tactics that utilities use to identify and deter cyber-attacks;

e Understand the spectrum of state and federal approaches to cybersecurity.

e Discover the range of available resources and new research underway to mitigate systemic cybersecurity risks to
energy infrastructure.

e Identify cybersecurity cost recovery challenges and innovative solutions under consideration by Commissions today.

TENTATIVE AGENDA/SPEAKERS

Day 1 | Tuesday, April 16, 2024
(All Times are Central Daylight Time CDT)

Noon —1:00 PM Registration and Check-In/Buffet Lunch
. . . Lynn Costantini
1:00-1:15PM Introductions NARUC
. . . Scott Mcquaig
1:15- 1:30 PM Welcoming Remarks Louisiana PSC
1:30-2:15 PM Cybersecurity Threat Briefing FBI
Cybersecurity Risk Management: Frameworks, Jonathon Monken
2:15-3:30 PM . .
Standards, and Best Practices Converge Strategies
3:30-3:45PM Break

Critical Energy Infrastructure and OT Security (NERC Ron Fabela

3:45-5:15PM CIP and TSA Security Directives) Ampere Industrial Security

6:30-8:30 PM Hosted Dinner (optional)
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Day 2 | Wednesday, April 17, 2024

7:30-8:45 AM Breakfast — hotel provides breakfast buffet in the lobby
. Jody Raines
8:45-9:00 AM Welcome Back / Recap / Preview Agenda
NARUC
. . . , Blake Kinney
9:00 - 9:45 AM CATSS: Cybersecurity for Solar NASEO

Hon. Sheri Haugen-Hoffart,

9:45 — 10:45 AM Cybersecurity Baselines for Electric Distribution

Systems and DERs Matt Dale
VSCC
10:45-11:00 AM Break
11:00 — Noon DOE Cybersecurity Priorities and Resources /CAIrEr;aErl;da Coolidge, DOE
12:00—-1:00 PM Lunch
1:00 - 2:00 PM Cyber Tabletop Exercise: How To Jody Raines
e y P ' NARUC
. . Matt Dale
2:00-2:15PM Preview Group Exercise VSCC
2:15-2:30 PM Break
- . . Matt Dale, VSCC
2:30-4:00 PM Mini Cybersecurity Tabletop Exercise Josh Haver, ID PUC
Jody Raines, NARUC
. o Hon. Sheri Haugen- Hoffart,
4:00 -4:45 PM ggzll:rpi)tDlscussmn. PUC Approaches to Cyber ND
Y Matt Dale, VSCC
Josh Haver, IPUC
4:45 — 5:00 PM Day in Review Q&A Lynn Costantini

NARUC
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Day 3 | Thursday, April 18, 2024

7:30-8:30 AM Breakfast — hotel provides breakfast buffet in the lobby

Dave Bat
8:30-9:15 AM Cyber Emergency Response E;"e atz
9:15 — 10:15 NARUC’s Cybersecurity Manual: Tools Lynn Costantini
' ' Tailored for PUCs NARUC

10:15-10:30 AM  Break

G E i
10:30 - 11:45 Pulling it All Together: CPET exercise roup Exercise

Lynn Costantini

11:45 - Noon Wrap Up NARUC
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